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Caveats

Netflow is a brand name like Kleenex. It
was developed by Cisco

Juniper uses the term cflowd for flow
export

The term “netflow” will be used generically

NETS, as of this presentation, only exports
flow data from Junipers

Application configuration is beyond the
scope of this presentation



Why Use Netflow?

« Enterprise =

P "
I Internet J

— protocol distribution
— monitor users/applications
— identify malicious traffic

« Service Provider
— peering
— ldentify malicious traffic

— planning

— traffic engineering e e B

— accounting/billing N




The solution: Netflow

Developed and patented by Cisco in 1996

Classifies network traffic into “flows™ by
iInspecting packets at layers 2 — 4.

Currently on standards track - IPFIX

“Flows” can be analyzed to provide
network and security monitoring, network
planning, traffic analysis and IP
accounting.



What is a flow?

As defined by the IPFIX WG

* A flow is defined as a set of |IP packets
passing an observation point in the
network during a certain time interval. All
packets belonging to a particular flow have
a set of common properties...A packet is
defined to belong to a flow if it completely
satisfies all the defined properties of the
flow.



Flow Example

Observation point:
NetFlow El'llbl/ router or multi-
layer switch
Device

Traffic
pEEEE S nnnEn
Common properties \ e '_-Inﬂpﬁ:i Fﬂckﬂll’. NetFlow Cache
» Source IP address N\ -
METeT—] "\ Flow Information | Packets | Bytes/packet
NEtFIﬂW » Source port Address, ports.. | 11000 | 1528
Key Fields { « Destination port /= |
» Layer 3 protocol j -
+ TOS byte (DSCP) |
| LeInput interface ' Create a Flow from the Packet Attributes

1. A flow is unidirectional

2. Defined by inspecting a packet’s key fields (common properties) and
identifying the values

3. If the set of key field values is unique create a flow record or cache entry



Flow example: part 2

PC HTTP

Web Server



Netflow Export Versions

Multiple netflow export options (v1, v5, v7, v8,
v9).

Each version defines their own “common
properties” and export packet format

Most common is v5

v7 specific to 6500s (now obsolete)

v8 allows aggregation

v9 (aka flexible netflow) used as basis for
upcoming IPFIX (IP flow information export)
standard. User defined.



Other Exported fields

 |n addition to the key fields, the following non-
key fields are exported in netflow v5:
— source and destination ASs
— source and destination IP subnet masks
— IP address of next-hop router
— TCP flags
— output interface

* A list of all exported fields can be found here:
http://www.cisco.com/univercd/cc/td/doc/cisintwk
/intsolns/netflsol/nfwhite.htm#wp 1095965
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Deploying Netflow

* Overview — Typical Deployment

» Basic steps to Deploy Netflow

— Determine which routers/interfaces to enable
netflow

— Configure Routers
 Juniper
« Cisco

— Setup netflow collectors
— Choose and configure an application
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Overview - Typical Deployment
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Netflow Collector &

Application Server
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Determine which routers/interfaces
to enable netflow

* Enable netflow on o~
selected interfaces to ( A
Capture all n Internet ,_.aj
inbound/outbound AL
traffic @, ;gfft;‘lé);/venabled il

- Neflow only enabled| # ~™*
inbound on an P Zouandustie | 1S O,
interface ( | 5 ﬁ\t

» Avoid double ( "NeAR
counting!! \ )



Configure Routers/Switches

« Juniper
— Create a firewall filter
— Apply the filter to an interface
— Configure sampling
— Configure netflow data export

« Cisco
— Enable netflow/sampled netflow

— Enable interfaces for sampled netflow (un-sampled
netflow automatically applied to all interfaces)

— Configure netflow data export
— Configure netflow cache timers
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Configure Router — Juniper M20

Architecture

Two ways to configure netflow
— basic or advanced.
Advanced would require an
ASP2 PIC - list price $35k.
NETS uses the basic config.

Basic netflow config — netflow
runs as a unix process on RE.
Limited by 8000pps across the

Routing
Engine

N
V|

100Mbps Link

RE to Forwarding Board 100
Mbps Ethernet link (not a
factor if using ASP2)

No support for v9 with basic
netflow

Y

PFE Packats Cut
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Configure Routers — Juniper M20
Create & Apply Firewall

Create Firewall using the key term “sample”.

Apply Firewall to interface

firewall {
filter NCARInput {
term CatchAll {
then {
sample;
accept;
}
}
}

interfaces {
ae0 {
unit 303 {

description "
vlan-id x;
family inet {
mtu 9000;
filter {
input NCARInput;
output NCAROutput;
}

address x.X.x.x/29;

}

link with mira and mlirb";
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Configure Routers — Juniper M20
Sampling and Export

*Configure Sampling:
—Sampling Rate = (run-length + 1) /
rate
—max-packets-per-second - the
maximum number of packets to be
sampled

*Configure output
«Cflowd — IP address of flow collector
*Port — set the UDP port the collector
is listening for netflow data.
*\Version — set the flow export version
*No-local-dump — do NOT write flow
files to disk before exporting
«Autonomous-system-type [peer|orgin]
— write the specified AS number in
flow export file.

Sampling & Export config from Gin:

forwarding-options {
sampling {

input {
family inet {
rate 100;
run-length 1;
max-packets-per-second 1000;

}
}
output {
cflowd x.x.X.x {
port Xxxx;
version 5;
no-local-dump;
autonomous-system-type peer,

}
}
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Configure Router/Switch — Cisco 6500
Architecture

1st packet in flow sent to RP,

software switched. N
All other packets in flow .
switched in hardware. W

Must enable netflow In
hardware and software.

Flows stored in flow cache on
router
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Configure Router/Switch — Cisco 6500
Enable Netflow/Sampled Netflow

Global config, enable sampled netflow
in hardware, 1 out of 64 packets.

Configure the flow mask, “interface
full” required for sampled netflow in
hardware

Per interface, enable sampled netflow
in hardware.

Per interface, enable sampled netflow
in software

C6500(config)# mls sampling time-based
64

C6500(config)# mls flow ip interface-full

C6500(config)# interface Gx/x
C6500(config-if)# mis netflow sampling
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Configure Router/Switch — Cisco 6500
Netflow Data Export (NDE)

Set the NDE version

Populate the following additional
fields in the NDE packets

— Egress interface SNMP index

— Source-autonomous system
number

— Destination-autonomous
system number

— |P address of the next-hop

router

Configure NDE export destination (ip
address) of collector

C6500(config)# mls nde sender
version 5

C6500(config)# mls nde interface

C6500(config)# ip flow-export
destination x.x.x.x
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Netflow Collector

NETS uses a freeware version called flow-tools written
by Mark Fullmer

Collects and aggregates data from multiple routers and
writes it to a file for processing by a netflow application.

Typical configuration looks like this:

— Jusr/bin/flow-capture -w /var/netflow/flows 0/0/9996 —z0 —V5 -
E1G-n287-NO

-W Store flows in /var/netflow/flows
« 0/0/9996 Accept data from any source sending to port 9996
e -z0 Compression level, 0 = no compression
« -V5 PDU version

« -E1G Retain max # of flow files up to 1 Gb
« -n 287  Number of times per day a flow file will be created (5min)
« -NO Nesting level for storing flow files
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Netflow Applications

* NETS uses Flowscan developed by Dave
Plonka at UW.

— Report Modules

« CampuslO — shows traffic in/fout through a peering
point or border router.

« SubnetlO — shows traffic in/out per defined subnet
* TopN — reports the top talkers

 Cisco CLI
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Flowscan — NCAR BPS
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Flowscan — NCAR Flows

NCAR Flows, by Serwice, +outs/-in
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Flowscan — NCAR Packets

MCAR Fackets, by Serwvice, +outs/-in
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rank
#1
#2
#3
#4
#3
#5
#7
#3
#9
#10

Flowscan — NCAR TopTalkers

sre Address
idd unidata ucar edu
bwl103ge ucar edu
huron scd. ucar. edu
COSUC-10. Costmc. ucar. edu
ultrazone ucar. edu
yvalov. unidata ucar. edu
temnpest ucar edu
adds rap ucar. edu
bw1203ge ucar edu

muffet rap ucar edu

Top 10 128 . 117.0.0/16 hosts by bits out
based on five minute flow sample from gin
dated Idon Jun 11 12:55:01 2007

bits/sec out

142.0 M (69.5%)

bits/sec m
33M(3.1%)
23006 L (0.2%)
1.4 1 (1.3%)
0N 2.8%)
2434 k (0.2%)
7159k (0.77%%)
31.4 k (0.0%)
154 2 1 (0.1%)
40.5 k (0.0%)
10716 k (0. 1%)

9.5 M (4.7%)
7.5 M (3.7%)
6.2 M (3.0%)
4.9 M (2.4%)
4.1 M (2.0%)
3.2 M (1.6%)
2.2 M (1.1%)
2.2 M (1.1%)
2.2 M (1.1%)

pkts/sec in

7.2k (35.4%)
512.3 (2.5%)
502.3 (2.5%)
670.3 (3.3%)
469.7 (2.3%)
287.0 (1.4%)

73.7 (0.4%)
161.3 (0.8%)

92.3 (0.5%)
161.3 (0.8%)

pkts/sec out

14.0 k (55.7%)

803.0 (3.2%)
791.3 (3.1%)
672.3 (2.7%)
577.3 (2.3%)
451.3 (1.8%)
292.7 (1.2%)
241.3 (1.0%)
186.7 (0.7%)
234.0 (0.9%)

flows/sec m

543.7 (18.9%)
10.0 (0.3%)
217 (0.8%)

231.0 (8.0%)
152.0 (5.3%)
10.0 (0.3%)
3.3 (0.1%)
113.3 (3.9%)
3.3 (0.1%)
109.7 (3.8%)

flows/sec out
T26.0 (24%)
.0 (0%a)
24.7 (1%0)
27177 (9%
157.3 (5%)
163 (1%)
3.3 (0%)
14777 (5%
2.3 (%)
1433 (5%
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Netflow Applications — Cisco CLI

Show NetFlow Information

‘show ip cache flow’

cache £
size distribution
64 96 128 160
0 .000 .000 .00

router_ A#s

IF packe
1-32
.000

85435 teotzl packets):
192 224 258 28BB 320 352 384 41e 448 480
.000 .000 .00O0 .000 .000 .000 .0QO0O0 .000 .000 .0O0O0

512 544 576 1024 1536 2048 2560 3072 35B4 4056 4608
.000 .000 .000 .000 1.00 .000 .000 .000 .000 .000 .00O0

IP kel o hing Cache, 278544 bytes

£ 2728 active, #3685 inactive, 85310 added
463824 ager polls, 0 flow alloc failures
Actiwve flows timeocut in 30 minutes
Inactive flows timeout in 15 seconds

TCP-X 2 0.0 1 1280 oo

TCP-other B2580 11.2 1 1440 11.2 0.0 12.0
Total: 82582 11.2 0.0 12.0
SrcIlf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Et0/0 132.122.25.60 Se0/0 192.168.1.1 06 SAEE 0007 1
Et0/0 139.57.220.28 Sa0/0 192 .168.1.1 06 708D 0007 1
Et0/0 165.172.153. 65 Se0/0 192.168.1.1 06 CB4e 0007 1

last clearing of statisti
Protocol Tot Flows Packets Bytes Packets Active (Sec) Idle (Sa
———————— Flow S Flow /Pkt / 8ac SFlow
. .5
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Current NCAR Netflow Deployment
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Performance Impact — Juniper

CPU -Initial spike on RE process when new interfaces are enabled.
Memory — none, does not keep state (cache)

Limited by 8000pps across the RE to Forwarding Board 100 Mbps
Ethernet link

— ROT — 3 samples are bundled per packet; 3 *8k = 24k max
samples/sec. Look at all interfaces and total bps. Choose sampling rate
< 24k samples/sec

Current BW used for export
— Gin, 200kbps (1:100) Sampling
— Frgp-gw-1, 10kbps (1:10000) Sampling

Alleviate load problems by I
— using sampled netflow |
— Use firewall filters to include/exclude traffic —
— Enable on specific interfaces .;_'f ST N O A —
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CPU load - depends on number of flows and
flow cache timer settings. Lower the timer
setting, the higher the CPU because it is
constantly looking through the cache for
flows to export.

Memory -Netflow Cache

— Timers:

* Inactive timer (Normal Aging) ; on 6k its default
is 256 sec - should set it to 30 sec

» Active timer (Long Aging ); 32 minutes
— PFC3B - can hold approx. 115k flow entries

— if cache has to many flows then flows are
dropped (lower Inactive timer)

Alleviate load problems by
— using sampled netflow
— Use flow masks on 65k
— Use “exclude” filters on 65k
— Tweak timers
— Enable on specific interfaces.

Performance Impact — Cisco 6500
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Future

 Move to VI/IPFIX

* Enable NDE on Cisco 65ks (tcom & L3
gw).

* Send all export data to collectors.
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Backup Slides
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NetFlow v9 Export Packet

To support technologies such as Flows from Flows from
MPLS or Multicast, this export format can Interface A Interface B
be leveraged to easily A A
Fi \ ' T \

Template FlowSat Data FlowSat Data FlowSat Option Option Data
L S e Template FlowSat
FlowSet 10 FlowSel I0 22 FiowSet
;'H = ‘[ loveSod 1D
Eﬂlﬁ’hrﬂ Dat Record mﬁﬁ:ﬂ-ﬂ Template ID |  @ntion Option
/ A v %7 Dals Data

Teamplate 1D &7 Templawe I #2
w

o, : : - lapecilic Recond Record

2 ...-_-':"ﬁnhmdmj (Fisid values) - E vﬁ:j Field types
] e : andiengths} § | vaues) valees)

{Flald

» Matching ID numbers are the way to associate template to the data records

= The header follows the same format as prior NetFlow versions so collectors
will be backward compatible

- Each data record represents one flow

= If exported flows have different fields, they cannot be contained in the same
template record (i.e.: BGP next hop cannot be combined with MPLS aware
NetFlow records)
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V5 Header

Tahle 23 NDE Version 5 Header Format

Bytes Content Description

-1 YErsion Mletflow export format version number

23 count mHumber of flows exported inthis packet {1-30)
4-7 Sysliptime Current tirme in milliseconds since router hooted
a3-11 Unix_secs Current seconds since 0000 TS 1970

12-14 Unix_nsecs Residual nanoseconds since 0000 UTC 1870
16-149 flow_sequence Sequence counter of total flows seen

20-41 engine_type Type of flow switching engine

21-23 engine_id Slot number of the low switching engine
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V5 Flow Record, Part 1

Tahle 24 NDE Version 5 Flow Record Format

Flow masks:
- X=Populated
- A=Additional field (see the "Fopulating Additional
FOE Fields" section)
Destination Full
Destination | Source Interface
Bytes [Comtent  |Description Destination | Source Interface |Full 1
0-3  |srcaddr | Source IP address X X X )X
4-7 dstaddr | Destination IP address X X X X X
811 |nexthop |Mext hop router's IP address A2 A A A A
12-13 | input Ingress interface SHMP iflndex X X
14-15 | output Egress interface SMMP iflndex |A2 A A A A
16-19 | dPkts Packets in the flow X X X X )X
20-23 |dOctets | Octets (hytes) in the flow X X X X X
24-27 | first SysUptime at start ofthe flow | X X X X X
28-31 | last SysUptime at the time the X X X X X
last packet of the flow was
received
32-33 | srocport Layer 4 source port number X X
ar equivalent
34-35 | dstport Lavyer 4 destination port X X
number ar equivalent
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V5 Flow Record, part 2

36 padi Lnused zero) byte

ar tep_flags | Cumulative OR of TSP flags

33 fraot Laver 4 protocol X
(for example, B=TCP, 17=UDF

39 tos IP type-of-service byte

40-41 | sre_as Autonomous systerm number A
ofthe source, either arigin or
peer

42-43 1 dst_as Altonomoos systerm number A
ofthe destination, either arigin
ar peer

44-445 | sre_mask | Source address prefis mask
hits

46-47 |dst_mask | Destination address prefix
mask bits

43 pad? Fad 2 iz unused (zero) bytes
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Competing Technologies

SNMP — Simple Network Management Protocol
NBAR — Network Based Application Recognition
BGP PA — BGP Policy Accounting

AAA — Authentication, Authorization, Accounting

Technology

Network Monitoring NetFlow, BGP PA

Network Planning and Traffic Engineering NetFlow, BGP PA

Application Monitoring NBAR, NetFlow

User Monitoring AAA, NetFlow

QoS/CoS Monitoring CB-QoS MIB, IP SLAs, NetFlow
Security Analysis NetFlow, NBAR

Peering and Transit Agreements SNMP, NetFlow, BGP PA

Time and Usage-Based Billing AAA, NetFlow
Destination and Source-Sensitive Billing BGP PA, NetFlow
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